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l£&6 jf fjtif )J^J J 0^{ftfJblJ\j)\Jj2fCjjtj2 ) (3^1 

d£$fiyikzJ&l£^h3l^\ ( jf^y^2£^\)r£k r! 'l £/ i '. 1600 j)\Ji£jJt££-iJ * ^ 1^1 1 60 

-^(j^i^liU'i/wT l/i fc^f *J/* Ay^-S \J£ 
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(Jl i}ly? ^\{jt[J i iJ\elJ*\^‘ijZ2—J'^\)t'jj}\ijZl—S{J}\£^\i^j^j£[s£-di\/<!—/ / i)Z^\ ~jtf J v 

-l^Ol/ jf ^7 A) 'jsi2J—b^j^j)l^(J J bJ?l'£iJ^j!l 

/l?lcj n Jgij7 \j)\ 

2 — /Jl^i Mac / J&&liJ‘jt£j!(jlf, \A A)y<f ^ 
-z-b i /^Privacy settingS(j^ cr U^uf^search Windows 8 J 




-/Smart Screen Filter ^ij^/Off /^(j^General jtJiA 
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Change privacy options 

Let apps access my name, picture, and other account info 

Let apps use my advertising ID for experiences across apps (turning this off will reset your ID) 

Off 

Turn on SmartScreen Filter to check web content (URLs) that Windows Store apps use 

On 

Show 
sugge 

Off 

Let websites provide locally relevant content by accessing my language list 
Manage my Microsoft advertising and other personalization info 



Location 

Let Wndows and apps use my location 

off BIB] 

Let these apps use my location 

□ Bing Travel 



□ 



Health & Fitness 



ES 

Ml 



□ 



Webcam 



Let tpps use my wetjcm 
Off | 



Let these apps use my webcam 



ET 



□ 

m c 

□ 



People 

Skype 



Ml 

Ml 

Ml 

ESI 

tZD 
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Microphone 

Let apps use my mtrDpfxi™; 

w B 

Let these apps use my microphone 

PfS Binq TraraiitC* Sff 



m 



Skype 

Sound Recorder 



i : 



Location 

__ c/^On webcam A 

vjic/^^rMicrophone A 



Jcv Jfi jZj*Tj3ijti&}AiuZL& 

> ^t^Windows 7 

Location and Other Sensors /^'Location jP jZJ~£Search i ^j'jfr~StartJ£^t<zLcCj'i 









1 



2 



Control Panel (6) 



\M Location and Other Sensors 
^ Change location 
S Enable location and other sensors 

Documents (5) 

Internet2-0verview.ppt 
Python. ppt 

Windows Vista Security.ppt 

Microsoft OneNote (1) 

fWl What's New in OneNote 2010? 

Microsoft Outlook (15) 

0 Integrate Ubuntu with Windows 7; Ask the Readers: Do You Use... 
XP Mode for Vista; Movie Libraries in WMC; Similar Sites in Chr... 
Quick Launch App Launcher; ResizeU; Restore files in Windows... 



fc) See more results 




— 9 | 

Enable location and other sensors 

Sensors can detect information about your computer's current location, surroundings, 
and more. Once a sensor is enabled, all programs and users can access it. Sensors that 
are not enabled are still installed on your computer. To enable a sensor, select the 
check box next to it. You can also click the sensor for more details. 

How is my privacy affected? 




Apply cJ^V^^Enabled ^Geosense Location Sensor f\ 






https://www.torproject.org/download/download-easy.html.en 






Connecting to the Tor network 

Establishing a Tor circuit 



Please wait while we establish a connection to the Tor network. 



$' 






<® Scorch or enter oddrets 




Congratulations! 

This browser is configured to use Tor. 

You are now free to browse the Internet anonymously. 

Test Tor Network Settings 

I H 

Search securely with Disconnectme. 



What Next? 

Tor is NOT all you need to browse 
anonymously* You may need to change some of 
your browsing habits to ensure your identity 
stays safe. 

Tips On Staying Anonymous » 



You Can Help! 

There are many ways you can help make the Tor 
Network faster and stronger 

• Run a Tor Relay Node » 

• Volunteer Your Services » 

• Make a Donation » 



The Tor Project is a US 501(cX3) non-profit dedicated to the research, development, and 
education of online anonymity and privacy. Learn more about The Tor Project » 
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9 (*£) » Search or enter address 





New identity 

NewTor Circuit for this Site 




Privacy and Security Settings... 




T or Network Settings... 

Check for T or Browser Update... 






his b 




Cc 

)rov 

'ton'd 



V c j | Q, Search 



Privacy and Security Settings 



Tor Browser 
H 5 0 2 



Privacy Settings 

0 Don't record browsing history or website data (enables Private Browsing Mode) 
0 Disable browser plugins (such as Flash) 

0 Restrict third party cookies and other tracking data 
0 Change details that distinguish you from otherTor Browser users 



t? 

>wse I 
o chans 
3 your i I 



nymou: I 
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High 


At this security leveL the following changes apply 
(mouseover for details): 

HTML5 video and audio media become dick-to-play via 
NoScript. 




Medium-High 


Some JavaScript performance optimizations are disabled. 
Scripts on some sites may run slower. 

Remote JAR files are blocked. 




Medium-Low 


Some mechanisms of displaying math equations are 




Low (default) 


disabled. 


□ Custom Values 





OK ~| | Restore Defaufts | [ Cancel 



Jv^Tor jb\s 

Privacy and Security SQtting^ A i jtr y ^ /{i j ^ jtJ 1 
Medium Low Wjdls X 

Zd l/> utsr* Jl Isf \i>l ' X s A Ji s %*—. A 




it) - f A https:// 


•/#login 




| | Tor Enabled \ 


Tor circuit for this site 


New Tor Circuit for this Site 


+) 


Privacy and Security Settings... 


O This browser 


Tor Network Settings... 


A Czech Republic (185.8.238.139) 
A France (91.121.153.92) 


‘ CheckforTor Browser Update... 


O Germany (85.25.103 'HI) 
A Internet 



(jfC^Medium LowzLi/LjycLi^ tJid / 'jh\jj>\ 

~ijt? J^j/l Low J$ *& ^Lk^J/c^^Mediuni Lowboy <1 

Jl(3^jr^ (jOy 

https://www.facebookcorewwwi.onion:c//Jl^<^^^ili^/Jl < * > <^V^^4-^^^Tor 
l>^L^ zL-jidji f g-^id'^Z'Ji^ cP U^cT If (3 \<J? \if\S^\^U‘\J'^g*j&^''-$U‘\ 

zL-n^-i 4 Aj)\Z—sZ cl -Z- f i)‘Z—f ac: d CL~Z—fii‘l^SZ—fi)<zJ(jJl kJJ S&\ lj)* \jQ )^\A\ k ) 

j$ \ j$> jtjXtfy '¥\\j\LJ*^ 

Lldydf \ifjd 

fjif jZJ$j'i^jZjj3U{k 
-U2jZ-fWj)i‘il/J\^itf ^j^VJ&Tor ^ 

ij " ^ 2 $fj J \lj l ’}J}\ 1/LbjJ—Z. 

Jj!P\siS^\^—/))j${jz£-^£-\cL -£— j%/ ij^ if {$j\)j\jI — / '^\) 

d\Jz Szfd \j^ J^b 

^^t/£f.{7.$^(JUj%2—yicfc: -<L .l(Jfjflc^UjjblJjj^' dudiS jd f( ^Ji\{jj^d^i fZ^jjzis^d's 

J&yt\j(f\ \f* ^^{jfcdif^i ficfSjiP ^Z—jt Jd~ij\f7~\jj2—J'iJ\i^\{S c jhiJi\£- 

f [ft\6 c^\jff\) f if mJ zok^.3^ f U >/ zenmate ^\f>J^:^} 

wJr^c/yGjl !^f(j^ /{J^iZfiJf j<t£* 

~fd~ S f^d S.‘\J%[j3 jL^idbioi f$\s 7 ScL\*d\ji\ 






F Secure FreedomeXX^ytfJ^j^i^TOR XrXX/i 

ft * F irefox pJi j%l)\s £y> i i jU/Jj c£i iSj&l£ XJl^ 1 

f Firefox A/5ylLi 

1 



if G O 4 ft 



^ U' 3!s-" > JLpi^*mii'K.<i*|jirB^. ■ 



j Ownmtmi 




Cut “W T| ™' 1 


J 




■=* IDC\ + 




(9 <****! 


□ 00 ■ 




Q, ^nrdv 


Mew Wndnw NsiPiMh SjrePwe 

yriiKlaw 




3 Content 


fir O < 5 k 




A AftKtdOW 


Prim Mibiiy Full Screen 
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P O *- 




& 5*cu ri !v 


find lilriwb sdd-cns 




O 5f 


y 












0 Sgnmln jyni 




□ r^n ft O 





Privacy 



Tnlcklng 




'C Tcf) PttJ that 1 CfO not wamt to be ticked 


Learn IV 


toie 


History 

Frpfup Hill: 


Never remember History * 



FirffTo« will use me sari*: iettingi as prwaie tceiwsnig, and will net ie member any hiitory as you i* unw Jl 
Yen may a&o want cn dear all euarent lutmiy. 



When utmg the locafton bar, suggest 

V iintory 

•J B4jcto*arte 

V ££*r>taDj 





O * ft 
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III 






Open menu 


Cut 


Copy 


Haste 


- 


100% 


+ 


n 


J0| 


n 


New Window 


New Private 

Wm«M 


Save Page 


S 


O 


<□► 


Print 


History 


Full Screen 


P 


O 


ft- 


Find 


Options 


Add-ons 


/> 






Developer 






O Sign in to Sync 




Q Customize 




O O 



(^Xi^/Privacy Options Xy/ifyXj^ 

/c^Tt/i j^^c^^^Tracking ^ 

c/XX-vNever remember history / History 

-jXPrivate windowXX^^X^^(/ , X’ 

-i^XXNew Private wi ndow^^i A ‘ Xf Xyhiy 

ij* J~tyi 

- -y^t/lXw^lif X>Jf l?J^ X(^XyC? /6/>> 

-U?2L£2 — XX l ?f*l7 

fcll/'j^y/jly (/ I^X(X I^XXXX’k X 

I &X/I- \<z~ JyXX(3^XX/l XXXX (j*‘XX# 

-2lXXjk*>iTor f\\J m f*J&s (^Private windowXXXX 






✓y/jlyy»l 







^^^~Mozilla Firefox Start Page 
aboutconftg| 



1 



2 

^ This might void your warranty! 



Changing these advanced settings can be harmful to the stability, security, and performance of this application. You 
should only continue if you are sure of what you are doing. 

'Z Show this warning next time 



I'll be careful, I promise! 



^ O Firefox aboufcconfig 



Search: media.peerconnection 

Preference Name 

media. peerconnection. capture jdelay 
media.peerconnection.defaultjceservers 



media, peerconnection.enabled 



media. peerconnection.ice.loopbi 1 



media.peerconnection. identity.* 
media.peerconnection.identity.tii 
media.peerconnection.turn.disab 
media. peerconnection.u5e_docui 
media. peerconnection.video. 
media.peerconnection.video.h264_enabled 






Copy 

Copy Name 
Copy Value 
New 

Reset 



Status 

default 

default 



default 



default 

default 

default 

default 

default 

default 

default 



Type 

integer 

string 



boolean 



boolean 

boolean 

integer 

boolean 

boolean 

boolean 

boolean 



Value 

50 

[{”urls”: [ 




false 

false 

10000 

false 

false 



dfJk/tfilLJiVM be carefull L^^ , ^k^^ r ^^^^"c/>^ , ^y4^L/^/^ , About:config 
true Rvalue /ijt^J—bfl-Jijf^jjtjiXmQdia.peerconnQction.Qnabled 

Toggle 



/https://diafygi.github.io/webrtc-ips 






https://diafy...o/webrtc-ips/ X 



A https://diafygi.github.io/webrtc-ips/ 



Demo for: https: . github.com diafvgi/webrtc-ips 
This demo secretly makes requests to STUN servers that cat 
Your local IP addresses: 

Your public IP addresses: 

Your IPv6 addresses: 



y^jl^Ip addresses 

https://addons.mozilla.org/en-US/firefox/addon/adblock-plus:ufu^^i/ L ^'^$c/^^J^ J ^^ 

J&l to firefox 
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Sew w.i ndow 

Sew incognito window 

Duwnluidds 
Ascent :abs 
3ookmart:5 

Zoom 

3 rint.. 



Col-rN 
Ctrl r-Sh fta- N 



Ollr-P 

Cfcrlj-S 

OjIi-F 



Cut Copy Paste 



About Coogle Chrome 
Help 

Relaunch Chrome h Windows- fl mode 



x 7 tX Settings 


X ^ \ ’ ' 


iromec/Vsettings 





Sf+ting^ 

Default Lnuwiei 

TIk defdj l bruwier is uuiienLly Guug e Gnome- 

Privacy 

O-arv^ 1 1 fJear hmw'ang data.-. | 



Google Chrome may use wet ;er 
services. Losrr more 



:ec to improve your browsing exp-erie nee. Vou may opti 



V| Use a wet service to help ^e solve navigation ei 

3 ^ 

3 Prefetch resource; to load pages more quickly 
_| Automatically reper detai s of possible security' incident: :o Cccqle 
3 Enable phishing and iralwa-e protection 
U Use a wet service to help -esolve spelling errors 
_J Automatically sene usage stat sties and crash npartstofoo^e 



■3 Send a "Da Not Track" reques: with your browsing Ira^c 



^3 



C? U) chromey/settings 



Chrome 

□(tensions 
| SFttingc 



Seztings 

Appearance 



| Get themes Reset tn nefaun t seme 

□ Show Hot e outtor 

I I A ways show Lie Luukrrisi ka bur 

BtSdrull 

Set which search engine i: used wher search rg from toe omibox. 
Coogle T t Manage search engines... j 

□ Enable 'Ok Goccle" to s:art a voice search Learn more 
Gay "Ok Google" in a new tab and qoocle.com 



JL Person 1 fourent) 


@ Enable <dui 


?st brewsing 
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i addc person lu Chrome 




] Add po son., 


. EuliL , Retrieve.. || IniguiL bueikiiiaiksurc se 





Default browser 

The default browser s currently Gcc-cle G-no 

Show advances sett- : 



"nrtpnt wirings 

Plugins 

■ Run all plugin rrntpnt 

' J Detect and run important pice i n eonte m 

■ I et me rhrvwi* wher to nin plugin content 



| Manage exceptions.. | 

Manage indivi d ua pluo ins. . 

Pop ups 

J Allow □ I site; to shew pop jps 
(■) Co not allow any site to show pop-ups OmamnnerdecJ 
j Manage Fieneptions-. | 



Location 

Allow a I sites to track yc 
O Ask when a si:e tn'es to t 



r pnysical location 
iclc your physical loc; 



■j Co not alow any site to track your pnysical location 
t Manage exiepticns,. | 



/cjvTwLijSend a Do not track jtjiyi^/jfc^Show advanced settings A 

not allow any Content Settings £z ^Privacy A 

ij& L e/>^-^rN ew Incognito window jt l incognito^ Private window 

Avebrtc iJ^^L^.WebRTC 

https://chrome.google.com/webstore/detail/webrtc-leak-prevent/eiadekoaikejlgdbkbdfeijglgfdalrnl 71 iHen 



/http s : //diafygi . github . io/webrtc-ips I 



:i^C(JuAdd to chrome jlf^^i/cAdblock 
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb 



c//j^/^»lf^l/opera jt<L/ Aj^/f :Opera~r 

c/Zj^Settings A 
Privacy & Security lAjA 
/efii<Lb Send a Don’t track jtjiA 

^c/yCfc.new private window v*i(^Cifc^T<i_fjopera ^Private window 

Noscript hte^^/o#^ /webrtc c^iJ^i:WebRTC 
https://addons.opera.com/en/extensions/details/noscript-lite/?display=en 



:c//j^Add to opera A^^i/cAdblock 
https://addons.opera.com/en/extensions/details/opera-adblock/?display=de 



F Secure Freedome 






\\J\ *\~J&\J\ 

/https://campaigns. f-secure.com/freedome/chip/de_DE 






F-Secure Freedome x ' 



)E/ 



>ie die F-Secure 
urdrei Cerate 
1-0 Euro/ Jahr). 
■mular aus, um 
Im Anschluss 
Premium-Code 



Kampagnencode * 
FRDECHQ3 

E-Mail * 

abcdefg@abcd.com 



hutze deine 



Sprache * 
Englisch 



Code im unteren Bild * 







Ich mochte E-Mails liber neue Produkte und Angebote 
erhalten 



FRDECHQ3u^(ii/^^f(j^Kampagnencode 

jsz2^J'Jy*A/jtJ? 



^^J^^nglishL//^l?*il^t^iJ^Sprache 




<£z 

-L^J^Absenden/^ji^^ 






https :// download, sp . f- 
secure. com/ freedome/ installer/F reedome. exe 










Antivirus 



l Torrent ^T/c/L^Bitdefender JsbfcicfX'^^ 

\^J&jZ\JXtfj3jZf 

https://kat.cr/bitdefender-total-security-2015-build-18-21-0-1497-x86-x64-incl-trial-reset-keys-b-tman- 

tl0267276.html 

f 64bit l32bit jiUf.jtj'i 



if (j^^(^4^^- L //Jt^i//j^iiQihoo 360 Total Security^ 0& f\j$ 



http://www.360totalsecurity.com/en/download-free-antivirus/360-total-security/?offiine=l 



Tool Box ^ i 



@ 3EO TOTAL SECURITY 

I O | Patch Up 

Update Record 
-(^J- Advanced Settings 



3f>H Patch Up - x 



Security Update(s) Found: 71 

Selected: 71 Download size: 1101.81 MB 




Patch 








Rescan 




V Security Updates for System 




71 tem[s) 




\f KB2S80463 - Vulnerabilities in Microsoft Office_ 


2014-05-14 


10073 M3 


© 


v'' KB2910941 - Vulnerability in Microsoft Office ... 


2014-12-04 


1.29 M3 


© 


V KB2/2b958 - Vulnerability in Microsoft Office _ 


2014-12-10 


2.95 M3 


© 


s/ ICB2910916 - Vulnerabilities in Microsoft Word. __ 


2014-12-10 


167.31 M3 


© 


KB295&151 - Vulnerabilities in Microsoft Office... 


2015-03-11 


172.03 M3 


© 


v / KB2S75808 - Vulnerabilities in Microsoft Office_ 


2015-05-13 


12.18 M3 


© 


Recommended 




Iqno r e 


in 



- Patch \ 

.Lc^i/ , jT. sb(J*l 



Firewall/ Jby 15 

-4/1 ^xr 

/sxi'l/jfc^F irewall L^(/i/i^Xi^Tool Box Total Security 

4^4 cl^\^ i ^L^Glasswireflrfc' Jijy l> <£lo^ uf y ( /yt*fi t j (ji& (/* 




-jj2^/‘ 44' 

-\j4 y)\\j44 ~/;Lj) Usage^ I 

/P\s(f r'ifj) 4/4‘tf/Pl'iS y'ifo* /<z-4 ^£-{j/ 4 ^j}j>ioiJi\'<LAf /? > /{j4)^\/y\j/iJ\^\&JiJ\^iss/tf4^/^0'^/fi^ , J >"V 

^j/{j\/[S l /\J sb/^f 

-4^4 ^4 ^^4^- j)i‘/^b.^£j)’&ijC4^ j ^4 ; y/\43^ c^/Ct// jy /\ 

~j4 4 &'»/// 4^ 4^// 4 44 

^4 Ji 

(&c&b 

abuturab@tutanota.com :j~jX)4 (J ( 



besafer.wordpress.com^L-^j 



